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I have the great honour of continuing as OSALL’s newsletter editor for
another year and look forward to sending out a plethora of wonderful
editions for your reading pleasure.
This one, I believe, sets the tone nicely (and yes I do say so myself ) We
have a report back from Marina Rubidge (our tireless secretary) on the
activities the OSALL committee members have been up to in the past few
months, plus our Chair gives some insight into a few of her favourite hobbies
and her career progression.
The Cape Town members were treated to a fantastic meeting hosted at the
PWC building (the new one – some of us may have got a wee bit lost trying
to find parking but less said about that the better!) and Debbie Reypert has
provided us with an extremely comprehensive summary of the talk given by
Nicholas Hall, an attorney at Michalsons on the Cybercrimes and
Cybersecurity Bill, definitely food for thought. Speaking of food, the spread
PWC gave us was just scrumptious and I wish to, on behalf of the Cape
Town OSALL members, thank Amanda Franken for the hard work she put in
to ensure we were well entertained and dined 
Juta Law had the pleasure of hosting three editors from the Botswana
Administration of Justice for a one-month internship in their Law Reports
department and give us a bit of insight into how that went.
Pieter du Plessis from the Stellenbosch University Law Library shares with
us how they participate in the first year orientation programme.
Finally I have a few updates on where some of our members are now:
Varsha Sookdhaw has moved from Hogan Lovells to Clilffe Dekker
Hofmeyer, along with Karabo Moleya who came from Bowman Gilfillan.
Khulekani Lawrence Khumalo used to work for the Department of Justice &
Constitutional Development Office of the Chief State Law Adviser (OCSLA)
Legal Library as a library assistant and now works for Department of
International Relations & Cooperation (DIRCO), Office of the Chief State
Law Adviser (International Law) OCSLA Research Centre as a Chief Library
Assistant.
Congratulation on your promotion!

For all newsletter contributions:
Tanya Hubbard
(Newsletter Editor)
Tel: (021) 405 1222
Email:
editor@osall.org.za
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News
From the Chair’s fairly tidy desk
Charmaine Bertram
Yes it’s true. I tidied my desk. Well, sort of. I know, I
know, I am a librarian; I should be organised and all
those stereotypes that are always associated with us. I
think it’s time for a few confessions. I am probably the
most disorganised person you will ever meet. If it wasn’t
for my fantastic committee I would be lost. What I lack in
organisational skills; (actually that’s not true, I am very
good at organising other people’s things, just not my own
desk); I make up for with super enthusiasm.
The last committee meeting and decisions taken there is
making me tingle even more than my favourite glass of
wine.
However as I just admitted to being a bit
disorganised, you will understand that Marina our
secretary is reporting on some of these exciting things
later in this newsletter. Mmmmm note to self, maybe all
the committee members should get a turn at the writing
thing. Wow, I think I just started a new tradition. Now I
just need to tell the committee. Maybe we should have
wine at the next meeting before I tell them. On the other
hand I also know that we have members just dying to tell
us about their libraries, the things they are passionate
about, the fun things they do. Why not write something
small for the Newsletter. You are amongst friends, no
one will judge you. In fact we can’t wait to hear from you.
If I can confess my deepest darkest secrets to the
members then you can share your thoughts with us.
Now let’s get serious. Over the next few newsletters I
would like to introduce you to these hardworking
committee members, and in some cases re-introduce you
and tell you things about them which you may not know.
(I bet they all just got a little bit worried) Once I am done
with the committee, the members will be next. Just for
fun.
First up is Lazarus Rakgwale. In his own words “Lazarus
is Originally Limpopian (from Limpopo), the youngest
within the committee and he is looking forward to LEARN
more (from OSALL veterans) and serve OSALL as a
committee member. He is currently working as a Senior
Librarian at the Johannesburg High Court. He is the one
who sends most of us the judgments from that court.”
Who do you think these “veterans” are he refers to?
Surely, not me? Since I am still 21 I am positive I am
younger than Lazarus. ;)
Let’s see, shall I tell you a bit about myself? Grew up on
a farm, did my degree at UP, I’m married with a 7 year
old daughter that ensures I will stay 21 forever. Started
my career in the Law Faculty at Unisa (not the main
library) moved to Deneys Reitz Attorneys and have been
with them ever since. We are now of course called
Norton Rose Fulbright. I love wine, but I think most of

you have guessed that about me already. In my spare
time I build model aircraft and trains to relax. My reading
challenge for the year is 60 books, I manged 68 last year
(but some of those were cheats, I listened to the audio
version). I have been involved with OSALL in some or
other official or unofficial capacity for 19 out of my 21
years. My next goals in life – be a great mom, study
something (although I might need more wine for that one)
and write more, just not quite sure what I am going to
write about or which platform.
As always looking forward to hearing from the members.
You can either email me, at chair@osall.org.za or you
can say hi to me on Twitter @Charmainbertram

https://upload.wikimedia.org/wikipedia/commons/4/41/The_enjoyment_
of_wine_(4455437234).jpg

OSALL Committee Report
Marina Rubidge – Secretary
The OSALL Committee has been, and still is, involved in
a few projects we wish to share with the rest of the
OSALL members. They are important activities that look
to developing the future of our profession, preserving the
past, and to serve as foundations for us to build on.
Roedean School, Annual Careers Evening
This evening aims to provide Grade 11 and 12 pupils
from the Roedean Academy with the opportunity of
meeting informally with others, to have their specific
study related questions answered, and to discuss their
future study plans. OSALL has been attending the
evening for several years now, and is considered an
important platform to create awareness of, and
encourage pupils to possibly consider a career as a legal
librarian.
Sarah Forshaw, a candidate attorney from Norton Rose
Fulbright, accompanied Charmaine and me, to answer
any legal study related questions, should any of the
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pupils consider the study path of first doing a legal
degree and thereafter opt to do a post-graduate diploma.
The afternoon was a most rewarding one, with many and
varied questions being asked by the pupils, many of
whom had never even heard about this as a profession!!

much of the OSALL institutional knowledge could
potentially be lost. People take on new jobs, relocate, or
retire and the important documentation gets relegated to
a damp, dark corner in some library. A reshuffling of the
cast of characters results in the devaluation of this
information as their original ideas are soon forgotten.
The initial drive was ignited by our search for historical
information to be able to report back to members at the
th
OSALL 40 celebrations. Our initial strategy was to
locate the original OSALL minute books and newsletters
and the search took us to the UNISA archives and the
Johannesburg Bar library. After a bit of digging, we have
managed to locate 98% of the documents. Some of the
files have been damaged by water and damp, but are
fortunately still decipherable!

Marina Rubidge and Sarah Forshaw

My takeaway of this afternoon was that we as OSALL
need to do some serious marketing!
Hope-Mandeville Careers Expo
Late 2016, OSALL was approached to participate in the
Hope-Mandeville Disability Careers Expo from 19-20
April 2017.
The expo focuses on learners with physical disabilities;
the deaf; the visually impaired and pupils with learning
challenges. This year they are anticipating more than 500
children will attend, and 70 Exhibitors have been invited,
although usually around 40 attend.
We approached our wonderful suppliers for sponsorship
and gifts, as well as Elsabe Olivier, Assistant Director:
Marketing & Quality Assurance from the Department
Library Services, University of Pretoria. (Currently the
LISASA MAIG Chair 2016-2018) and the response has
been amazing.
The proposed exhibit will be manned by a combination of
representatives from OSALL / UP Library and Disability
Unit / Sensory Solutions and promises to be an
interesting and insightful one. We will be calling on the
OSALL community shortly for assistance in manning the
table for an hour or two during the exhibition period, so
please consider being of assistance if you can be there.
Preservation of the OSALL institutional memory
When I took over the role of OSALL Secretary just over
two years ago, it became clear to me that over time,

The OSALL committee will be going through the files to
identify the key decisions that were made by past
committees. Initially these will be documented, scanned
and stored in a shared electronic document repository.
The newsletters are being scanned by Sabinet and saved
in a searchable PDF format. This repository is currently
being stored in a Google Group, however it will be
transferred to a more permanent platform that will be
hosted by Norton Rose Fulbright.
Finally, the original files are to be housed in a permanent
home at the UNISA archives. They have indicated that
they would be happy to take them over, the plan is that
an electronic open source, document and newsletter
archive, be created and hosted by the UNISA Archives.
In this day and age of Alzheimer’s Disease and
dementia, everyone knows that an individual’s memory is
fragile. What we often don’t recognize is that
organizational memory is much the same — and if we
don’t actively preserve it, we put ourselves at risk.
https://hbr.org/2013/03/how-to-preserve-institutional

OSALL Presentation on the Cybercrimes and
Cybersecurity Bill
Debbie Reypert – Webber Wentzel
Nicholas Hall, attorney at Michalsons, gave a fascinating
(and rather sobering) talk on the Cybercrimes and
Cybersecurity Bill at the OSALL function at PWC, Cape
Town on 2 March. Below are my very informal minutes
of his talk:
International Context
Cybercrimes and cybersecurity are being dealt with
worldwide. Hall mentioned specifically the European
GDPR (General Data Protection Regulation) which will
be introduced in 2018. The activity of people in one
country being able to bring down systems in another
country is not as present legislated. Our speaker
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mentioned a few high profile examples of dubious
cyberactivity:
 Russia influencing the outcome of the US election gives
us yet another example of the potential power hackers
in one country can have in another. Hall reckons that
future wars will be fought in the cyber arena - not
physically, as a hacker has the potential to bring down
the systems of another country without cost of life.
 The hacking of Donald Trump's website being hacked.
 The hacking of Sony Playstation.
 He conjectured that the going down of Amazon's web
services the previous day was hacking [it turned out to
have been human error/a typo - see this CNN and
Reuters article]
Background to the Bill
The Bill has had a surprisingly quick turnaround from
draft in 2015 to introduction to Parliament on 22
February. There is evident political will to push this
legislation through Parliament - a Bill which in its current
form will give the State more draconian powers. The
police will have greater powers to arrest, with no public
defence (10 year sentence).
Parliament has been
captured!
It is likely to become law even before POPI and without a
grace period or handover period. This happened with the
Consumer Protection Act - for which the Act didn't yet
have the machinery in place.
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 the Films and Publications Bill; and
 the Intellectual Property Laws Amendment Bill.
On the positive side, it means there is more need for
organisations to consult lawyers!
Thankfully, there is a growing recognition that Bills
drafted by non-experts have a greater chance of failing in
Parliament. Non IP experts drew up the Intellectual
Property Laws Amendment Bill which will end up having
to be scrapped. POPI was passed with third party advice
given in drafting the legislation.
Other laws have been used to pass elements of obscure
legislation which failed in Parliament before. The Films &
Publications Bill which is to do with the classification of
film has had a section inserted to regulate access to law.
Hall has seen a mishmash of failed laws reappearing that
had been in old versions of the Protection of State
Information Bill, for example.
Why is the Bill required?
Our criminal laws are ill-equipped to regulate online
behaviour at present - and rely on the acumen of the
magistrates (and their understanding of online concepts).
The Bill aims to create new crimes in the digital and
online environment and plug gaps in our current
legislative environment.
We also need to be able to regulate the hacker who acts
in this country but may well reside in another.

It is easier to amend an Act than to create a new Act. He
asks why cyber forgery and cyber extortion are dealt with
here and not in the CPA? The Films & Publications Act
has search and seizure provisions.
POPI doesn't
criminalise unlawfulness but it does recognise the
difficulty of controlling the flow of information. POPI
deals with personal information, which is a subset of
data.

The Cybercrime Bill is very technical, but being written by
non-specialists, they miss their mark, for example in
sections dealing with hacking. The ramifications are that
everyone who accesses the internet may be liable!

There are already problematic discrepancies between
Acts. The definition of "direct marketing" differs in the
CPA, ECTA and POPI.

The Bill

It was obviously also drafted by a non-IT specialist, who
would not have understood some of the IT concepts he
or she was drafting on, and this drafting has led to many
wide-reaching and unintended consequences.

 unlawful accessing (hacking) or securing (ransomware)
of data;
 cyberforgery and cyber extortion;
 aiding and abetting;
 theft of incorporeals; and
 cyberharassment, bullying and revenge porn.

Trends in lawmaking

There are special concerns for: financial institutions,
communications providers, ICD companies and parents
and schools.

The Bill creates 59 new crimes in 15 new categories:

There is a danger of overregulation (a disturbing trend in
South Africa) which renders the regulation of the
particular thing meaningless. Examples are:

While these are all necessary, they are all over broad.

 the Consumer Protection Act of 2011 (which is yet to
produce a court case);
 POPI (necessary but too far-reaching);

The danger of the Bill at present is that if you put data
behind a password that should be open access (merely

Hacking and unlawful securing of data
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to protect the data and not for any malicious reason), you
may be liable to a 10 year sentence
If a journalist leaks information to the press, he/she may
be liable for firstly getting information illegally and then for
distributing this information. There is no public interest
defence under this Bill.
It is also a crime to have a tool that can be used for
hacking. This could include possessing MS Word.
Cyber-extortion, ransomware and cybersquatting
Cybersquatting is at present completely legal - URL's are
assigned on a first-come, first-served basis, and the
owner may then sell or lease this address. Every year
this entitlement lapses, so an owner who has not paid the
renewal fee might find himself or herself locked out of the
URL by a new owner who has paid! As soon as
Michalsons knew that we would get an information
regulator, they acquired inforegulator.co.za and
inforegulator.com as a public service, knowing that
someone else was likely to buy the sites.
When clients approach his firm about registering their
name for trademarks, they are encouraged to first ensure
that the name is available on Facebook, Twitter and the
internet.
If someone is sitting on your site or maliciously
misrepresenting you from that site, you can go through
an arbitration process at WIPO (or through Uniforum for
co.za sites) but this is costly and time-consuming. A
WIPO arbitration is extremely expensive - and will take at
least six months. It is more practical and cheaper to go
to the cybersquatter and buy that site.
Cyberporn and cyberbullying
It seems that cyberporn is most prominent in a particular
age group - 9 to 15 year-olds! The tape may be leaked
once the relationship ends or by friends "for a laugh" ("for
the Lols"). Unfortunately the guy is often exempt from
the harassment that ensues that is often directed at the
female ("slut shaming").
There was an attempt to deal with cyber harassment,
bullying and revenge porn in the Films and Publications
Act and so sections are simply copied and pasted from
them.
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being watched or listened to. Baby monitoring software
in Germany has been banned as the ability to login online
remotely for a live stream has been breached by hackers
to record conversations.
Some high edge companies place sellotape over their
laptop camera - in an attempt to avoid the stealing of
trade secrets by means of surveillance. It seems that IT
people can be employed to get trade secrets of a
competitor. In one hacking case, someone downloaded
30 000 reports from work and sold them - and was fined
R300 for corporate espionage.
Aiding and abetting
If you harbour a cybercriminal, intentionally or not,
feeding and housing him, you will be guilty too. Think
though of the parents of a teenager that becomes
involved with cyberharrassment.
Theft of incorporeals
The core legislation governing incorporeals came into
effect in 1978. Under this Bill, the common law is to be
extended to include incorporeal and theft. "Incorporeal"
relates to knowledge, software, thoughts and ideas, and
copyright.
One of the industries that would benefit from this draft Bill
is that of video gaming. The third largest money spinner
(after books and TV shows) is the video gaming industry
(more than videos and music combined) which has a
$110 bn market (with the biggest markets in China and
the US). The problem in South Africa is that the industry
is not legally protected: its art and music is treated as a
creative product while the gaming code is deemed a
literary work. According to a 1976 Supreme Court
decision, video games are to be treated as film.
Another problem around the "incorporeal" section relates
to the extent of knowledge. Can a restraint of trade
agreement, for example, make it illegal for someone to
use knowledge acquired there at a future place of work?
A further example of problematic drafting in this area is
that of a journalist who makes data public that proves a
government department is corrupt. He or she will be
liable for acquiring the information (theft) and then for
distributing it and therefore could potentially receive a 50
or 60 year sentence. In addition, his or her employer will
be guilty of aiding and abetting

Cybersecurity and cyberwarfare
Privacy
The currency manipulation/collusion that has been in the
media of late happened digitally.
Worryingly, it is increasingly possible for people to be
spied upon through their own devices. WhatsApp has
software to access the camera and microphone of your
cell phone - and by injecting software into it, you may be

The primary means of communication for the average 25year-old is through the likes of Instagram, Facebook,
Twitter and email, which are privately owned entities. At
present, service providers are not liable to deal with
infractions if they don't monitor their services.
If,
however, an infraction is reported to them, they must take

Page 6 of 11

action. Practically, however, the time lag for this to
happen is still too great to prevent great damage from
being done.
Imagine an ex-boyfriend posting revenge porn of his exgirlfriend on Twitter. The girlfriend may only see it hours
or days later. If she reports it to Twitter, it is obliged to
investigate the incident within a 24-48 hour period and
remove the content. By then, how many people have
seen it? The whole world potentially! By way of
example, there have been two suicide cases in the
Western Cape of girls (one 10-year-old, one 11-year-old)
who were victims of revenge porn.
Another problem is that social media companies are not
obliged or able to see who is behind the infraction: an
email account may have been created for that purpose
(throw-away email). One can impel Twitter to reveal the
IP/MAC address by means of a John Doe order in
California. In South Africa, we don't have static IP
addresses, so they would only be able to say at best that
the message emanates from, for example, an Mweb
subscriber. Given the difficulties, few victims would take
it further.
Other examples were given which impact on one's
privacy. One was "sealioning", by which an unconnected
person is able to interject into, and derail a conversation
on Twitter. This apparently occurred in the run-up to the
US elections, perpetrated both by #Hilary and #Trump
supporters.
"Dogpiling" occurs when thousands of messages are
directed to a particular person in response to their
utterance. These can emanate from one person (for
instance, by having many different accounts on email or
Twitter). Dogpiling is often accompanied by threats of
rape and murder, and the maligning of the recipient. It
also renders the recipient's account useless. There is no
recourse to law at present.
In South Africa, fake news has been in the media
recently. It seems that there are supporters of Gupta
who will brand any social media source criticising the
Gupta family "white monopoly capital"
The Bill talks of harmful message with intent, but
"harmful" is too broad. If "harmful" includes satire, free
speech is at risk and social commentators are particularly
so.
Governance structures
A number of structures will be created by the new Bill:.
A Cybercrime Unit
The police would need to open a cybercrime unit, open
24 hours, seven days a week [24/7 Point of Contact for
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the Republic]. This is a very good development for
phishing etc where time is of the essence.
A Cyber Response Committee;
A Computer Security Incident Response Team [under the
Cabinet member for State security];
A
Cybersecurity
Hub
[Department
of
Telecommunications and Postal Services];
A Critical Information Infrastructure; and
A CyberCrimes Hub [Department of Trade & Industry]
Requirements
Private firms must register as Electronic Communication
Service Providers in a similar way financial institutions
would for FICA. Financial institutions would be regarded
as Electronic Communication Services Providers too.
One bit of good news is that the phrase "anyone who
sends data to others" (ie everyone) has been removed
from the draft.
Special conditions
Companies must report an awareness of an infringement
within 72 hours. It is a crime to not do so - and originally
companies would have been charged R50 000 per day
this report is not submitted. The fine has been reduced
to R50 000 in total.
Networks will be accountable for crimes committed on
their network. At present, they are not liable under the
ECT Act, but why not put the obligation to take down
problem by amending ECTA. This falls under ICASA.
Problems with Bill
There are many:
 Two years ago, it was legislated that all new Bills need
a social impact assessment but one was not done for
this Bill.
 It is overly broad, overly complicated and has
unintended consequences for society at large. As an
example, possession of tools that could be used to
hack is an offence. However, most hacking is done by
an injection of SQL. SQL programming can be done on
IE, Wordpad, Word etc. To say that it is illegal to have
tools that may be used for hacking is akin to saying that
it is illegal to have a hammer because it can be used to
kill someone! Another example is that of harbouring an
offender. Think of the teenage boy who downloads an
online series illegally: by feeding and housing him, you
are also liable.
 It has a major impact on other legislation (POPI, PAIA).
 It requires people to Act contrary to their rights in terms
of other legislation.
 It gives the police greater powers of arrest.
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 The Cyberbill introduces criminal offence for retention
of data.
 Jail terms have been defined, but not fines.
Hall's view is that, as with Germany and the UK, we
should have a broad framework and let the market
determine when there is an issue and then step in.
Public consultation
He implored us to encourage clients and lawyers to get
on board and send comments.
Make representation, but understand that there is a
political will to bulldoze this through Parliament. Certain
of the Committees are more likely to rubber-stamp
legislation and not take on board issues raised by the
public. The DTI, Telecoms, Justice, Police and Security
are involved in this Bill. The Communication Committee
is not in the Zuma camp, which is why the SABC
representations have met with the response they have.
He encourages us to go to a public hearing where the
Legal advisors/Office of the State Advisers give
representation: these are the people who draft the
legislation.
He pleads that when commenting, we need to be
positive: something not be done by some high-profile
entities. Mention the problem and provide a solution.
Michalsons have an overview of the Bill on their website.
And from the Department of Justice itself, here are two
links:
Draft Cybercrimes and Cybersecurity Bill 2017
CyberCrimes Discussion Document 2017
(Op-ed the next few photos are from the Cape Town
OSALL function hosted by PWC)

Speaker: Nicholas Hall

Juta kindly sponsored a few spot prizes:
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The training is part of Juta’s collaboration with the
Botswana government to produce the Botswana Law
Reports to the highest standard.
Juta's Law Reports team hosted a farewell breakfast for
the interns who were each presented with a certificate
after successfully completing the programme.

Photo caption: Pictured from left to right: Joanita Theron (Juta’s
Primary Law Manager), Keneilwe Sesupo, Aleeo Motshedisi, Kentse
Kgomo, Andre van Niekerk (Juta Law Executive Director) and Louis
Podbielski (Juta’s Law Reports Managing Editor)

Stellenbosch University First Year Orientation
Programme – 2017
Pieter du Plessis – Librarian (Stellies)
Overview:
The Stellenbosch University Library & Information
Service is included in the University’s first year
orientation programme the week before classes
commence. The aim of the programme is to make new
students feel welcome and at home in Stellenbosch.
Students from all faculties, except Medicine & Military
Academy participate in the orientation.
Botswana Administration of Justice editors undergo
internship at Juta Law
Juta Law had the pleasure of hosting three editors from
the Botswana Administration of Justice for a one-month
internship with our Law Reports department.
The internship consisted of an intensive law reporting
course covering skills including case selection, flynoteand headnote writing, case and legislation annotations,
editing
and
proofreading,
publishing
process
management as well as aspects of quality control and
electronic legal research.
The library orientation comprises on only two, but crucial
elements:
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- A physical tour through the library
- An online presentation of the library website

- Groups for an online library website presentation (the
library auditorium and
e-classroom are used for this purpose)

The aims of the orientation are twofold:
- Students should familiarise themselves with the
physical layout of the library
- Students should familiarise themselves with the online
presence of the library

Each of the sessions lasts no more than 30 minutes, so it
is vital for the tour operators to be well prepared and
knowledgeable about the library services.
Statistics:
Nearly 2900 students joined us over the two days this
year. That is a slight increase from last year. Interestingly
the Law Faculty’s total percentage per faculty trained is
the highest for 2017. The 150 law students registered for
2017 exclude LLB postgraduate and B.Com students.
These two groups would include another ± 100 students.

Website training in the E-classroom

Tour operators:
Staff members (cataloguers, acquisition, circulation,
subject librarians & IT), many for the first time ever,
successfully embraced the monumental task of touring
the first years over the two days. Without this foundation
of dedicated support, the orientation would have failed.
A few nice quotes about libraries and librarians
“Without libraries what have we? We have no past and
no future.”
― Ray Bradbury
“What in the world would we do without our libraries?”
― Katharine Hepburn
“When the going gets tough, the tough get a librarian.”
― Joan Bauer

Practical implementation:
Students arrive at the library according to a predetermined roster per faculty. Here the tour operators
split the students into two groups:
- Groups for a physical library tour

“Librarians are the coolest people out there doing the
hardest job out there on the frontlines. And every time I
get to encounter or work with librarians, I'm always
impressed by their sheer awesomeness.”
― Neil Gaiman
“Don't mark up the Library's copy, you fool! Librarians are
Unprankable. They'll track you down! They have skills!”
― Charles Ogden
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